ACCESS SECURITY REQUIREMENTS
It is a requirement that all users take precautions to secure any system or device used to access consumer information. To that end, the following requirements have been established and must be followed.
· Your login and password must be protected in such a way that this sensitive information is known only to key personnel. Under no circumstances should unauthorized persons have knowledge of your password. The information should not be posted in any manner within your facility.

· Any system access software you may use, whether developed by your company or purchased from a third party vendor, must have your login and password "hidden" or embedded so that the password is known only to supervisory personnel. Each user of your system access software must then be assigned unique logon passwords.

· Your login and passwords are not to be discussed by telephone to any unknown caller, even if the caller claims to be an employee.

· The ability to obtain consumer information must be restricted to a few key personnel.

· Any terminal devices used to obtain consumer information should be placed in a secure location within your facility. Access to the devices should be difficult for unauthorized persons.

· Any devices/systems used to obtain consumer reports should be turned off and locked after normal business hours, when unattended by your key personnel.

· Hard copies and electronic files of consumer reports are to be secured within your facility and protected against release or disclosure to unauthorized persons.

· Hard copy consumer reports are to be shredded or destroyed, rendered unreadable, when no longer needed and when it is permitted to do so by applicable regulations(s).

· Electronic files containing consumer report data and/or information will be completely erased or rendered unreadable when no longer needed and when destruction is permitted by applicable regulation(s).

· Software cannot be copied. Software is issued explicitly to you solely to access reports for permissible purposes.

· Your employees will be forbidden to attempt to obtain consumer reports on themselves, associates or any other persons, except in the exercise of their official duties. 

Anyone who knowingly and willfully obtains information on a consumer under false pretenses, shall be subject to the local laws. 

I AGREE TO COMPLY WITH THE ACCESS SECURITY REQUIREMENTS NOTED HEREIN AND CERTIFY THAT I AM AUTHORIZED BY THE COMPANY TO AGREE TO THE ITEMS HEREIN ON ITS BEHALF. 
Signature of consenting party

_______________________________

Signature
_______________________________

Name
_______________________________

Title
_______________________________

Company Name
_______________________________

Date
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